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1.0 Introduction

1.1 Audience

AuditOnline is one of the applications developed as a part of Panchayat Enterprise Suite
(PES) under e-panchayat Mission Mode Project (MMP) initiated by the Ministry of
Panchayati Raj (MoPR). AuditOnline aims to record detailed information about audit
conducted for Panchayati Raj Institutions (PRI), Urban Local Bodies (ULB) and Line department
by Auditors (State AG/LFA). AuditOnline facilitates recording details for both Internal and External
Audit as per the defined process. It is generic and open source software developed as part of

Panchayat Enterprise Suite.

AuditOnline is primarily used by PRI/ULB/Line Department for maintaining the audit
information of externallinternal audits conducted for their offices Apart from these users, the
information is available in public domain and for usage by other e-PRI applications The
users are expected to have a basic understanding of using a computer and familiarity with
the usage of keyboard in local language and mouse. AuditOnline user interface is intuitively
designed so that it is fairly simple, easy to use and self-explanatory. The software allows you
to switch-over to local language so that all the textual elements are displayed in local

language for better understanding and effective use.

1.2Purpose of this document

The purpose of this document is to briefly describe the operational aspects of AuditOnline
which is the core module of e-Panchayat Mission Mode project (MMP). The document
provides step-wise instructions for handling various aspects of the software with visual
screens for easy and better understanding. It also describes the error messages
encountered while working with the software with appropriate remedial actions required to be

taken by user.

1.3Document Organization

The document is divided in to four chapters.

Chapter 1. Introduction i This Chapter provides an Introduction to the document
describing the intended audience, purpose of the document, conventions adopted in the
document, references and contact address for reporting the problems, encountered, if any

while using the software or related with this document.

Chapter 2: Brief Overview 7 This Chapter gives an overview of the software with a broad

list of features offered by it.



Chapter 3: Minimum System Requirements i This chapter provides information about the

minimum system requirement.

Chapter 4. General/Common Operating Instructions 1 This chapter provides instruction

on how to invoke the package.

Chapter 5: Specific Operating Instructions i This Chapter provides specific operating
instructions for each of the features offered by the software. The feature description includes
a general description of the feature, screen description wherever applicable, step-wise
instructions for carrying out the operation, what happens after the operation is successfully
executed, what more can be done from the current screen and a list of messages that you

might encounter while carrying out the operation.

1.4Conventions

The document follows the font settings for Chapter Heading, Sub-Headings at various levels and

text as indicated below:

Chapter Heading 1 Style hl

Sub -Heading Level 1 ¢ Style H2

Sub Heading Level 2 ¢ Arial Black, 10 pt

Sub Heading Level 371 Arial, 10 pt, Bold
Body Texti Arial, 10 pt

The labels related to text fields, buttons, icons etc. have been indicated in bold in the document
text.

1.5 References

User Manual Template (NIC-TPL-004 version 1.1) prescribed as per NIC Quality Standards.
1.6 Definitions/Glossary

This section gives a glossary of terms used in the rest of the document.

Term Description

Actor Actors are divided into Primary and Secondary. A Primary Actor is one
having a goal requiring the assistance of the system. A Secondary
Actor is one from which the system needs assistance to satisfy the



Term

Attachment

Period Being

Audited

Reporting

Period

Auditor

Block

Block

Panchayat

C&AG

Case Record

Department

District

Description
goal.

Attachment refers to the Document attached by either of the Auditor or
Auditee to substantiate the remarks on the observation made.

This refers to the Audit Period for which the Audit will be done. The
Audit can be scheduled for Monthly, Quarterly, Half Yearly or Yearly
basis. For E.g.: 1% April 2014- 31* March 2015.

This refers to the period/dates on which the Audit will be performed.
For E.g.: 1-5" Jan 2015.

An auditor is person who is entrusted by the competent authority to
check the veracity of the financial transactions of an organization to
determine accuracy so as to bring about transparency in the activities
of the organization.

Block refers to a type of administrative division managed by the Local
Government for which the actor has assigned the role of Block
Panchayat Administrator.

Block/ Mandal Or Taluka Panchayats are Panchayats at Intermediate
Level in Panchayat Raj Institutions (or PRIs) Block Panchayats are
local governments Administrative Body at the block level in India.

Comptroller & Auditor General of India

Case Record refers to the basic details about a file or case on which

Audi tor records t he def aul ter 06c¢

observations.
Department refers to the Office responsible for performing a task.

District refers to a type of administrative division managed by the Local
Government for which the actor has assigned the role of Zilla

Panchayat Administrator.



Term

District

Panchayat

Gram

Panchayat

LGD

Line

Department

MoPR
NIC

Panchayat

Panchayati Raj
Institution or
Panchayat (PRI)

PRI User

Privileges

Description

District Panchayats are Panchayats at Apex  or District
Level in Panchayat Raj Institutions (or PRIS).

District Panchayats are local governments Administrative Body at the

district level in India.

Gram Panchayats are local governments Administrative Body at the

village or small town level in India.

Local Government Directory, is used by Central and State departments
who are responsible for forming new States/UTs, new Districts, new
Sub-Districts, new villages and new local government bodies as well

as changing their status , name and formation.

Line Departments can exist at Central or State level. Central level line
departments come under the jurisdiction of the Central Government
and State level line departments comes under the jurisdiction of State

Government.
Acronym for Ministry of Panchayati Raj.
Acronym for National Informatics Centre.

An institution (by whatever name called) of self-government constituted

under Article 243B, for rural areas.

It refers to an institution of self-Government established under Part IX
of Constitution of India for Rural areas, whether at the level of a village

or of a block or district.

The PRI (Panchayati Raj Institution) User includes, Zilla Panchayat
User, Block Panchayat User and Gram Panchayat User. A PRI user

would typically have fewer rights than a PRI Administrator.

Refer to the rights assigned to a particular Role in AuditOnline System.
For example, an actor with a State Administrator Role will be assigned
privilege to create and approve user(s) for Department. As a result, no
one except an actor with such privilege would be able to perform the

similar role.



Term

Process Flow

Role

Rural Local

Body

State

System

Task

Urban Local

Body

Use Case

User

User Account

Village

Description

A pre-defined sequence of steps to be followed in the Audit Process.
This can include tasks like Record Observation by Auditor, Auditee
Prepare Response etc.

A role defines what activities a User can perform in AuditOnline. It
corresponds to a group of individuals who have been assigned a

common set of privileges in a software system.

Rural Local Government Includes District

Panchayat (DP) or

Local Body or Rural
ZilaParishad (ZP), Block Panchayat (BP) or
Intermediate Panchayat (IP) and Village

Panchayat (VP) or Gram Panchayat (GP). In states where Part IX of
the Constitution does not apply, RLBs would include traditional

councils.

State refers to the different States of India for which the actor has

assigned the role of State Administrator.
It refers to AuditOnline Software Application.

Task refers to a step in the Process Flow in which some action will be

taken by the work flow player.

Urban Local Body also means Urban Local Governments. It includes
Municipal Corporations, municipalities, town areas and notified area
councils.

Refers to an interaction between an Actor and a System or between

two Systems.

User is a person who is authorized to use Audit Online package. Each
user is assigned a role. The same role may be assigned to more than

one user.

User Account refers to the identity of the User in AuditOnline on the
basis of User's particular details. The User Account helps to View the

profile details, update the profile, Change Password etc.

Avillage is a clustered human settlement or community, larger than a
hamlet but smaller than a town refers to the place which comes under

Rural Local Body for which the actor has assigned the role of Village



Term Description
Panchayat Administrator.

Fact Sheet Fact Sheet refers to the parameters defined for capt ur i ng
input based on various Category and Sub Category.

Workflow Player This refers to the designated officer part of the Audit Process. For E.qg.:
Auditor, Assistant Audit Officer, CEO, Tax Officer etc.

Office This refers to the admin created for a particular office location. For
Administrator E.g.: Office Admin for ZP Akola, Office of Sub Registrar Hyderabad

etc.

1.7Problem Reporting

In case of any problem related to the software or to this document, please contact

nicmopr@nic.in.



mailto:nicmopr@nic.in

2.0 Brief Overview

2.1Introduction

AuditOnline aims to facilitates the financial audit of accounts at all the three levels of
Panchayats viz District, Block and Village Panchayats, Urban Local Bodies (ULB) and Line
department by Auditors (State AG/LFA). The software facilitates both internal as well as
external audit. The software facilitates the online and offline audit of accounts and also
serves the purpose of maintaining the past audit records of the Panchayats /ULB /Line
Departments with associated list of the auditors and audit team involved in the audit. The
software ensures proper maintenance of accounts by Panchayats/ULB /Line Departments

and works as a good financial audit tool and improves transparency & accountability.

The conventional audit process consists of entry meeting with the stakeholders, conducting
Audit Enquiry (AE), generating Local Audit Report (LAR), exit meeting, generation of Draft
Notes (DN), generation of Draft Paras (DP) and preparation of final audit Paras, followed by
generation of the Audit Report and placing the same before the Legislative Assembly. After
the Audit Report is placed before the Legislative Assembly the same will be reviewed by the
Public Accounts Committee (PAC) with the concerned Department and the Government at
frequent intervals so as to ensure compliance of the audit findings, rectification of the
omissions/commissions if any and taking follow up action to remedy and prevent repetition of
the mistakes/shortcomings. The Performance Audit also provides, from time to time, special
Audit Reports on important areas for the benefit of the department concerned to improve the
governance. Thus the audit forms part of the Good Governance in each of the departments
and plays an important role in enabling Good Governance according to the stipulated rules

and regulations.

Though the audit process is expected to assist the departments, the departments are
unable to utilize the full benefit of the valuable process and the

suggestions/recommendations of the AG from time to time due to the following reasons:-

1 The system is paper based and not amenable for easy monitoring and evades
institutionalizing good governance practices,

1 The movement of paper/file across the levels in a Department/Government is time
consuming and causes undue delay in initiating action for the corrective measures,
Fixing accountability is very weak and follow up action is slow,

Not possible to identify the common mistakes and take remedial action promptly
across the field units of the Department,

1 Same mistakes get committed year after year across the offices and the system is

not enabled to cross check across the offices easily.



Thus the existing manual system is very slow, cumbersome and long drawn process and by
that time the audit observations come for the review before the Public Accounts Committee,
enough time would have been lapsed making the corrective action unproductive. Many a
times, there is huge time lag between the Audit Enquiry and final review by the Public
Accounts Committee, making the process frustrating and in-fructuous. Hence no effective

systematic improvement takes place.

Thus a need for improving the system of audit is felt by the stakeholders and decided to
migrate the audit process from the existing "manual paper based system" to an "Online ICT
based System" to address the  problems plaguing the existing system. The existing
Panchayat Enterprise Suit under e-Panchayat Mission Mode Panchayat was leveraged to

develop the AuditOnline.

2.2Features

Key features of the software include:

1 A robust, scalable, enterprise version on a single platform to meet the needs of all
the departments of the State.

1 Ensures transparency, enables accountability and brings efficiency in the complete
audit

1 Configurable for both Internal/External Audit of Government Departments, PRIs,
ULBs etc.

1 Captures complete process of the audit by seamlessly mapping the processes of
Auditor/Auditee and between Auditor and Auditee and ensure reply and follow up
instantaneously and amenable for analysis and monitoring,

1 Enables access and usage by various units of the respective Departments with
control and privacy and ensuring confidentiality as required

1 Seamless flow of handling the audit at all stages in an intelligible way with linkage to
transactional data at any stage and linkages with back-end data through uniform web
service interface

i Facilitates taking corrective measures and triggers training need assessment and
capacity building

9 Facilitates constitution and managing audit teams and defining the audit schedule by
assigning Auditee to the audit team and maintain its last Audited details.

Enables qualitative tags for audit observations into categories/sub categories

Dynamically create Forms to record details about a file/case (Case Record) and facts

(Fact Sheet)forc apt uri ng Auditorés input as pe
1 Functions as E-office in the respective office, in a intelligible way amenable for

analysis

t

he



9 Facilitates Auditors to view the Auditee accounts online/offline, record observations,
and generate various reports applicable in the audit cycle (Audit Enquiry / Local Audit
Report /Draft Note / Draft Para / Draft Audit Para etc.)

Facilitates Auditee to respond to the queries raised by Auditor.

Adaptability to the variations across states 1 In view of the varying template for
generating the Audit Report/ Draft Note / Draft Para / Draft Audit Para etc. the
software allows generation of these reports per Configurable Report Templates

9 Provides customizable dashboards on Audit Team Schedule, Office wise Pending
observation, category and sub category wise list of pending observations etc.

MIS Reports available in PDF/Excel sent to users through email.

Ensures complete confidentiality with high levels of security

=

Technical architecture supports interoperation (data exchange) with other PES family
products.

Simple and User Friendly

Facilitates Transparency

SMS/Email Based Alerts/Notification on regular update(s)
Supports multi-tenancy-multiple tenants in the same instance
Strong Authentication Mechanism

Work-Flow Enabled

Multilingual Support

Based on Open Source Technologies

Web-based and available 24x7

=A =4 4 =4 4 4 -4 -4 -

2.3Sections

Audit Online is a role base application and broad modules of the software are:

1. Configuration Module
This module facilitates configuring the application to meet the state specific requirements.
Configuration includes:

9 Defining the process flow which would be followed during the audit process, defining
tasks and its mapping i.e. flow of movement of task from one designation to another and
finally freezing the process flow

1 Defining various categories and sub categories in which auditor would categorize the
recorded observations

1 Defining dynamic formsi . e. Case sheet and fact sheet to
the defined parameters. Fact sheet basically defines the parameters/fields on which
Auditor records the observations against each category and sub category. For each

category and sub category there can be only one form with many fields which auditor



department can create which would be used for recording certain figures/data. For
instance, the category is Taxes on Sales/VAT and Sub category is Short levy of tax due
to turnover escaped assessment, the face sheet form could include fields like total
turnover and Amount of Short levy, total amount etc. Case sheet basically include
certain basic details on which Auditor records the defaulters information before
recording the observations. For instance, in property registration audit, auditor is
viewing the file of Hero Motors. So while viewing the file, there would be certain details
related to that particular file like Registrant Name, property id etc. which the auditor
would record before recording the observations against that file.

1 Defining templates for generating various kinds of reports i.e., Audit Enquiry Report,

Inspection Report, Draft Note and Draft Para etc.

2. Record Observation

This module facilitates Auditors to view the Auditee accounts online/offline, record
observations, generate Audit Enquiry and submission of it to Auditee for further action,
maintain Audit records and generate Audit Report. The Auditor can generate various kinds
reports required during the audit process, drop certain raised observations on which Auditee
has provided satisfactory response, do a follow up on the observation which could be
perused internally and escalate critical observation to the next level. An audit process
studied for the application i.e. External Audit of Commercial Tax Department by StateAG

includes the following tasks:

1 Audit Enquiry Module: The Field level audit starts from the preparation of Entry
Meeting which is agreed upon by both the auditor and Auditee. The Record
Observation process includes online recording of observations which the Auditor finds
suitable which is verified by the Assistant Audit Officer (AAO) and finally approved and
sent to the Auditee by the Audit Officer (AO). The Auditee provides his reply online,
which the Auditor may accept and drop further action or reserve it for follow up action or
include in the Draft LAR. At the end of field level audit Exit Meeting is conducted and
Draft LAR is generated with all accompaniments which are scanned and
attached with each observation which are forwarded to the HQ Section of the Office of
the AG.

1 LAR Module: At the HQ Section the Draft LAR is scrutinised, relevant modifications are
incorporated by the Auditor, AAO and AO. The DAG approves the final LAR which is
then sent to the Auditee. The response for the LAR is approved and sent by the
Controlling Officer of the Auditee to AG. The responses to LAR Paras are scrutinised at
the HQ Section, and are either dropped/closed or converted to Draft Notes which are

finally approved and sent to the Government and to the Head of the Department.



9 Draft Note Module: The responses to the Draft Notes are provided by the Government
to the AG after correspondences with the concerned department. The responses Draft
Notes are scrutinised by the HQ and Report Section of AG and the paras satisfactorily
replied will be dropped/closed or converted to Draft Paras.

9 Draft Para Module: Draft Para once approved by the AG is sent to Government and
Head of Department for their responses. The responses to Draft Paras are provided by
Government to AG based on the comments of the concerned HoD. The responses for
Draft Paras that are not accepted by the AG are converted to Audit Paras by the

Report Section which is approved by the AG and sent to the CAG for final approval

3. Audit Scheduler
Facilitates formation of Audit Team, define audit schedule by assigning Auditee to the audit

team and maintain its last Audited details.
4. Notification Designer

Facilitates configuring the notification for SMS/Email based alerts by defining the various
trigger points on which department wish to be notified. The notification could be configured

depending on the requirement for individual modules like Process flow, Audit schedule etc.

5. Reports Module
Reports can be generated on Audit Team Schedule, Office wise Pending observation,
category and sub category wise list of pending observations etc. These reports can be

generated in Excel and PDF formats.

6. User Management
Facilitate creation of users for Panchayats, Urban Local Bodies and Line Departments.

Different type of user includes:

1 State Administrator: Privilege to create the Admin users for Department and PRI will
be provided to these users.

1 Office Administrator: They will have the privilege to create users for the designations
that exists in their office. Besides they will also be responsible for assigning the users
who will be part of the workflow.

1 Department Administrator- These are the features that will be provided to the
Department administrator of each Department. Department will be further segregated
into 2 types:

0 Auditor Department Admin: They will be adding or managing details of auditor,

adding last audited details of Auditee, allocate Auditee office/entity to audit teams



for auditing, define the configuration and process flow that is to be followed for
each Auditee unit during the Audit process.

0 Auditee Department Admin: The Department will be responsible for adding the
Category and Sub Categories under which the observation would be recorded by
the Auditor, define various dynamic forms like Case Sheet and Fact sheet.

9 Auditor- These features will be provided to an auditor who is entrusted by the

competent authority to check the veracity of the financial transactions. An Auditor may

be a:
o State AG
0 Local Fund Auditor
0 Internal Auditor of Department
o CA6s from any agency

The Auditor will be responsible for recording the observations on the discrepancies found in
the documents viewed, generate Reports.

1 Workflow Player: These are the users who will be part of the Audit process. They can
be players from either Auditor or Auditee side. They will be responsible for generating
various reports; Prepare Response against the audit observations raised by the Auditor

and finally view the response given by the Auditee against the observations raised

2.4Target Users

AuditOnline software application target following users:

1 The Accountant General (State AG)
1 Local Fund Audit Department (LFA)
1 Comptroller & Auditor General (CAG)
1 Rural Local Bodies (District Panchayats, Block Panchayats, Village Panchayats and
TLBs)
9 Line Departments
1 Registered/Internal Auditors
1 Citizens
A detailed description of the complete functionality of the software is provided under Specific

Operating Instructions as part of Chapter 5.

3.0 Minimum System Re quirements

AuditOnline is a web based application, the minimum system requirements for accessing the
website are:



1. Desktop or Laptop computer
2. Internet Connection
3. Web Browser

i. Internet Explorer 9.0 +

ii. Google Chrome

iii. Mozilla Firefox

General/Common Operating Instructions

AuditOnline is web-based software that assists you to record audit observation for internal as
well as external audit conducted for Panchayats/Urban Local Bodies/Line Departments by
State AG/Local Fund Audit.

Letds now | ear mttha Audit©nlinetpartal inthe upsoiniag section.

4.1 Getting Started

Viewers can open the Home page of the AuditOnline by typing http://auditonline.gov.in in
the Address bar of the browser window and press the ENTER key from the keyboard. The
AuditOnline home page appears, as shown in the following Fig 4.1.1.

€ auditonline.gov.in = e "B 9 3 R 4 00 & -

A Home | AboutUs Reports FAQs  Contact A A+  WLanguages~ ALlogin~

FACILITATING AUDIT

INGOVERNMENT

Satisfactory Nonconformance Observations

ABOUT AUDIT ONLINE

Facilitating Audit In Government

Fig 4.1.1

Home Page contains useful information and links related to AuditOnline application. The
common features available on Home Page can be viewed by any website visitor without
login. However, the website visitor needs to login to the AuditOnline application to use the

system based on the privileges/roles assigned to the user.



Login: To login into the system, you first need to click the Login link present on the top right
corner on the Home page of the AuditOnline. Once you click on Login link, a popup screen is

displayed which facilitates you to login into the system.

Forgot Password- This field specifies the option to change your password (if you forgot it).
Click on the option Forgot Password and provide the required information about your

account to change the old password.

A- Al A+ |- These buttons can be used to increase or decrease the size of the

screen.

Select Languagei This field allows the user to select the language in which he wants to use
the software application. The user can select the language of his choice from the drop-down
list which contains the supporting languages.

About Us- This section contains the basic details about AuditOnline.

Reports- This section contains reports such as State Wise Observation, Audit Team Details,

Audit Schedule Details and Dropped Observation Report. The citizen can view any reports.

Supporting Documents - This section provides option to view CBT, Presentation, Brochure

and User Manual of AuditOnline.

Latest News- This section contains the details of the new Announcement/news about the

new feature on AuditOnline.

Frequently Asked Questions (FAQs)-This section contains answers for probable questions

related to different functionalities available in AuditOnline.



4.2 Supporting Documentation

4.2.1 General Description
When you open the home page of the AuditOnline by using http://auditonline.gov.in, then

you will be able to see a section named Supporting Documentation. This section consists
several links, such as User Manual, Brochure, and Presentation. These links enables you to
better understand the AuditOnline and also guides you how to work in the AuditOnline
application.

4.2.2 User Manual
This link contains the user manual which provides detailed description about the various
functionalities provided in the AuditOnline application and how to use it.

Flow:

On the Home page of the application, click the User Manual link under the Supporting
Documentation section. The file starts downloading in your local system. When downloading

is completed, click the file to view its contents.

4.2.3 Presentation
This link contains the presentations on the AuditOnline, which provides brief information

about the various modules in AuditOnline application.
Flow:

On the Home page of the application, click the Presentation link under Supporting
Documentation section. The presentation file starts downloading in your computer system.

When downloading is completed, click the file to view its contents.

4.2.4 Brochure
This link contains the Brochure of the AuditOnline, which provides brief information about the

various features in AuditOnline application.

Flow:

On the Home page of the application, click the Brochure link under Supporting
Documentation section. The presentation file starts downloading in your computer system.

When downloading is completed, click the file to view its contents.
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5.0 Specific Operating Instruction

This section describes the each module and its related forms in details. It also explains

fields, buttons, and flow to fill or handle the particular form in the application.

5.1 Citizen Section- Home Page

5.1.1 System Login

Brief Description

The main purpose of this form is to allow you a secured access to the AuditOnline application by
authenticating the User ID and password. You can open the Home page of the AuditOnline
application by typing thehttp://auditonline.gov.irin the Address bar of the browser window and

press theENTERey.

The Home page of th&uditOnline Applicationis shown irFig5.1.1.1.
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Fig5.1.1.1
To login into the system, you first need to click the Login link present in the Home page of the
AuditOnline.Once you click on Login link, a popup screen is displayed which facilitates you to login

into the systemas shown irfFig 5.1.1.2.
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Fig5.1.1.2
Pre-Condition

You need to have an internet connection and log into the system with the site adal@ss with
the valid credentials (User Name and Passwoiid)is page consists of the three textboxes;

Username PasswordandCaptchaanda button; LOGIN

The Login page contains the following fields as indicated below:

Sr. No. | Field Name Description

1 Usename Description:This field is used to specify the valid user name.
Validation: This field must contain an authorised user id.

Mandatory/Optional/Read Only: Mandatory

2 Password Description: This field is used to specify the valid password for

mentioned user.

Validation: This field must contain the valid password, which is assig

for the mentioned user id.

Mandatory/Optional/Read Only: Mandatory

3 Captcha Description: This field is used to specify the text mentioned in |

image which will be used for verifying the user.

Validation: This field must contain the correct word as per the wq




verificationimage.

Mandatory/Optional/Read Only: Mandatory

System login form contains the following buttons as indicated below:

9 Login This button allows you to login to the System.

Flow of Form

To login the AuditOnline page, you need to follow the steps given below

1. Open the AuditOnline application with the following URlaw.auditonline.gov.in
2. Click on login link provided on the top right corner on the home page.
3. Enter the UsernamdPassword and captcha.
4. Click orogin button for submitting the login details.
5. You may also click dRefreshicon for refreshing the captcha image.
6. If the login credentials entered are authentic, the access will be granted into the system
otherwise a relevant message will be shown.
PostCondtion

1 Upon clickingLogin button, the system access will be granted if the credentials are

authenticated.

Validations/Error Messages

During the login process, it may possible that you are encountered with one of the following

messages or errors:

Sr. No. Message Reason Expected Action

1 This Field Is Required This message is displayed wh| Enter data in Mandatory
the wuser attempts to logir fields marked with
without entering any data in the

mandatory fields marked witt

*

2 You have entered invalii This message is displayed wh| Login with correctlogin
Login ID or Password the user attempts to login whei ID and Password.
Login ID or password enteresl

wrong
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3 You have entered wron{ This message is displayed wh Enter correct Captcha
Captcha the actor enters theCaptchal

incorrectly

5.1.2 Forgot Password

Brief Description

The main purpose of this form is to allow you to set new password if you have forgotten your

password. Information like User Name etc will help you to set new password.

InFig5.1.21, you can see a sample screen of the Forgot Password form that appears when you open

the AuditOnline applicatiorpage. The field marked with theé symbol are mandatory and must

contain some value.

AuditOnline

Facilitating Audit In Government

# Home

Forgot Password Form

User LoginId *

Word verification: * J-h W W 7

Verify Words *

Fig 5.1.21

On entering the valid User Login ID, One Time Password (OTP) will be send to the Mobile number
and Emailegistered against the login ID and the user will be asked to enter Bigt5.1.22 shows

the screen shot.

AuditOnline

Facilitating Audit In Government

#H

Forgot Password Form

User Login Id *

One Time Password

[psam | oo

Fig 5.1.22



Pre-Condition

You must have valid User Name and updated profile detadkong with verified Email Address

reset the forgotten password. Updated profile details such as Email and Mobile number will help the

user in retrieving the One Time Password (OTP) for resetting the paks¥ou can opefrorgot

Passwordform by clicking the~orgot Password linkvhich is available on the top header on the

Home Page of the AuditOnline application.

Forgot password contains the following fields as indicated below

Sr. No. | Field Name Description

1 User login ID Description:This field is used to specify the valid user name.
Validation: This field must contain an authorised user id.
Mandatory/Optional/Read Only: Mandatory

2 Captcha Description: This field is used to specify the text mentioned the

image which will be used for verifying the user.

Validation: This field must contain the correct word as per the w

verification image.

Mandatory/Optional/Read Only: Mandatory

Forgot password form contains the following buttons as indicdueldw:

9 Submit This button allows you to submit the details provided by you

91 Cancel This button allows you to discard the details entered and close the page.

Flow of Form

To change the forgotten password, you need to follow the steps as given below:

Openthe AuditOnline application with the following URkww.auditonline.gov.in

Click onLogin link provided on the top right corner of the page. You will be able to see the

Forgot Password link. Click on ForBassword to change the password.

The systenwill prompt the user to enter the details such as Login ID and Captcha.

On clickingSubmit button, system generates a One Time Password (OTP) which is send to

the registered Email and Mobile number.

User will be required to enter the valid OTP and captcha and click on Submit button.
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On clicling Submit button, a page will open which will prompt the user to enter the new

Click onSubmitbutton to submit the details or clicon Closebutton to discardthe Forgot

6.
password and confirm password.
7.
password operatiomnd close the page.
PostCondition

1 Upon submitting the User Login ID and Captcha information, an alert message will be shown
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Upon clickingSubmit button after entering the valid OTP and Captcha, a message will be

AK26Y

Upon clickingClosed dzii (i 2 y =

Gt I aag2NR
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ddz00SaaTdzZ feé o
[Are YoB &ufiel'yauSvand to close the fokré

g At

shown. Upon confirmation, the far will be closed and you will be brought back to the

Home page.

Validations/Error Messages

As you proceed, it may possible that you are encountered with one of the following messages or

errors:
Sr. No. | Message Reason Expected Action
1 This field isequired This message is displayed when { Enter Data in Mandatory
user attempts to submit without | fields marked witht
entering any data in the mandator
fields marked withr.
2 New Password ani This message is displayed when { Login with correct
Confirm Password ar| user attempts to submit when New username
not same Password and Confirm Password i
not same
3 Enter the valid OTP This message is displayed when { Enter thecorrect OTP.
user attempts to submitthe wrongly
entered OTP.
4 You have entered wron{ This message is displayed when { Enter correct Captcha
Captcha actor enters the Captcha incorrectly
5 Invalid User Login ID This message is displayed when { Enter the correct User

user attempts to enter the wrong Usg

Login ID.

O !

0S5



Login ID.

No Email and Mobilg
Number found agains

this LoginD

This message is displayed when
profile details have beefilled against

this user.

Fill in the profile details

first.

Password should be 8
15 characters with a
least one specig
character, one number
one small case and or

upper case letter.

This message is displayed whdime

password is less than 8 characters.

Password should be 8 to ]
characters with at least on
special character, on|
number, one small casand

one upper case letter

Verify the Email IC

associated with this use
the

for changing

password.

This message is displayed whéme
email has not been verified for th

Login ID.

Verify the Email ID first.

You cannot change th
password as serhas not

been approvedby the

This message is displayed when the U
attempts to change password when tf

user has not been approved by the adm

Approve the user first fo|

changing the password.

admin Please contact thi
Administrator for

approval.

5.2 User Account Settings
5.2.1 Add User Profile

Brief Description

The main purpose of this form is tlow the userto submit the basic profile details such as Name,
Mobile, Email Date of Joining and Permanent Employee Number (REd) theuser logsnto the system

for the first time. These details would be verified by the corresponding Admin and then the user would be
able to use the system.

In Fig 5.21.1, you can see a sample screen shot of @reateUserProfile form that appears when

user logs into the system for the first tim&he field marked with thé symbol are mandatory and

must contain some value.



Create User Profile

First Name *

Middle Name

Last Name *

Permanent Employee
Number *

Designation

Audit Officer ‘

Date Of Joining *

Mobile Number * ‘ ‘
Email Address * ‘

Fig 5.21.1

Pre-Condition

The wer mustlog into the systenfor the first timewith a validLogin ID and pasvord

CreateUserProfilecontains the following fields as indicated betow




populate otherwise for designation users, the designation of the

will populate.

Mandatory/Optional/Read Only: Read only

5 Date of Joining Description: This field is used to specitiye Date of joining of the use
in the current office.
Validation: Date of joining cannot be beyond current date.
Mandatory/Optional/Read Only: Mandatory

6 Permanent Employe( Description: This field is used to specifyne permanent employeg

Number (PEN)

number of the user.

Validation: 1) Only alphabets and numbers are allowed. 2) 99charag

are allowed.

Mandatory/Optional/Read Only: Mandatory

7 Mobile Description: This field is usedtspecifythe Mobile number of the user
The mobile number will be verified by the system by means of OTP
Validation: 1) It should be of 10 digits. 2) It cannot start with O
Mandatory/Optional/Read Only: Mandatory

8 Email Description: This field is used to specifiye email of the user. This w

be verified by the system.

Validation: 1) Email ID should begin with a letter. Ejnail ID should be ¢
the format{xyz10@abc.comB) Email IBhould be unique.

Mandatory/Optional/Read Only: Mandatory

Add Profileform contains the following buttons as indicated below:

9 Submit This button allows you to submit the details provided by.you
1 CloseThis button allows you tolose the form and returto the previous page.

Flow of Form

ToAdd profile detailsyou need to follow the steps as given below:

1. You shoulddgin to the application with the valid User Name and Password.
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2. Upon successful login into the system for the first tirGeeateUserProfile details form will
appear.

3. Fill'in the profile detailsuch as First name, Mite Name, Last Name, Date ofnlng, Email,
Mobile and Permanent Employee Number.

4. dick onSubmitbutton to submitthe detailsor click onClosebutton to close the form

5. Upon successful submission, alert messagepojllate displayingt 5 F G al @SR adz00S
OTP has beesenton the registered mobile number and a verification link on the Email for

the successful verification of the details provided

PostCondition

1 Upon clickingClosed dzi G2y = | YSaal3dS a! NB @2dz adz2NB @é2d
appear. Upon confirmation, the form will be closed, and the user will be redirected to the
previous screen.

1 Upon clickindSubmitd dzii G 2 y =  IDatars&v@diskicBeSsfulDTP has been sent on the
registered mobile number and a verification link on the Email for the successful verification
of the details providedl g A f £ | LILIS| NJp

Validations/Error Messages

As you proceed, it may possible that you are encountered with afnine following messages or

errors:
Sr. No. | Message Reason Expected Action
1 This Field Is Required | This message is displayed when { Enter data in Mandatory
user attempts tosavewithout entering| fields marked witht
any data in the mandatory field
marked with*.
2 Only alphabets are| This message is displayed when { Enter onlyalphabetsin the
allowed user attempts to submit the profilg name field
details by entering special characters
numbers in the Name Field
3 Mobile number must be This message is displayed whehe{ Enter a 10 digit mobile
of 10 digits user attempts to submit the detail§ number
when the mobile number entered is n¢
of 10 digits.




4 Mobile Number cannol This message is displayed wheéhe | Mobile number cannot
start with 0 user attempts to submit the profile start with zero
details when the mobile numbe
entered starts with 0
5 Invalid Email ID This message is displayed whehe{ Enter a correct email id
user attempts to submit the details by with format
entering wrong Email ID. {xyz1l0@abc.com}
6 Email ID already This message is displayed when { Enter adifferent email id.
registered user attempts to submit the details by
entering Email ID which has alrea
been registered
7 Email ID should begi This message is displayed when { Email ID should begin wit
with an alphabet. user attempts to enter the first letter o| an alphabet.
Email ID other thaalphabet
8 Only 99 charactersare | This message is displayed when th Enter name less than 9
allowed user attempts to enter more than 9| alphabets
characters in the Name Field.
9 Only alphabets and This message is displayed when { Enter only alphabets an
numbersare allowed user attempts to submit the profilg numbers in the name field
details by atering special characters |
the Permanent Employee Numbeé
Field
10 Only 99 charactersare | This message is displayed when { Enter PEN less than ¢
allowed user attempts to enter more than 9| characters.

characters in thePermanentEmployee

NumberField

5.2.2 Update User Profile

Brief Description

The main purpose of this formts allow the wser to ypdate the basitiserprofile details. Details such as

Name, Mobile number, Email and Permanent Empldyember can be updated:he field marked with

the * symbol are mandatory and must contain some value.
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In Fig 5.2.21, you can see a sample screen shot of @reate User Profiléorm that appears when
user logs into the system for the first time. The fieddrked with the* symbol are mandatory and

must contain some value.

Modify User Profile

First Name * department
Middle Name keral
Last Name * admin
Permanent Employee Number *
Designation  Admin
Date Of Joining * 08/03/2016 ®
Mobile Number * 9854541211

Email Address * comtax.admin@nic.in

Fig 5.2.21

Pre-Condition

The user should login to the system with valid credentld have the privilege to update theser
profile. You can open th&lpdate UserProfile form by clicking theJser Account Settingd, Update
UserProfile option availableon the left menu.

UpdateUserProfile contains the following fields as indicated below

Sr. No. | Field Name Description

First Name

Description:This field is used to specitye first name of the user

Validation: 1) Only alphabets are allowed. 2) 99characters are allows

Mandatory/Optional/Read Only: Mandatory

Middle Name

Description: This field is used tepecify the middle name of theser, if

any.

Validation: 1) Only alphabets are allowed. 2) 99characters are allowe

Mandatory/Optional/Read Only: Optional

Last Name

Description:This field is used tepecify the last name of the user.

Validation: 1) Only alphabets are allowe@) 99characters are allowed.

Mandatory/Optional/Read Only: Mandatory

Designation

Description: This field would autgoopulate, providing the designatio




of the user.

Validation: If the user has been created for an Admin, then Admin
populate otherwise for designation users, the designation of the U

will populate.

Mandatory/Optional/Read Only: Read only

5 Date of Joining

Description: This field is used to speciiye Date of joining of the use

in the current office.
Validation: Date ofjoining cannot be beyond current date.

Mandatory/Optional/Read Only: Mandatory

6 Permanent Employe

Number (PEN)

Description: This field is used to specifyne permanent employes

number of the user.

Validation: 1) Only alphabets and numbers are allow&) 99characters

are allowed.

Mandatory/Optional/Read Only: Mandatory

7 Mobile

Description:This field is used to specifiye Mobile number of the user

The mobile number will be verified by the system by means of OTP|

Validation: 1) It should be of 10 digits. 2) It cannot start with O

Mandatory/Optional/Read Only: Mandatory

8 Email

Description: This field is used to specifiye email of the user. This w

be verified by the system.

Validation: 1) Email ID should begin with a letter. Ejmail ID should be ¢

the format{xyz10@abc.comB) Email ID should be unique.

Mandatory/Optional/Read Only: Mandatory

UpdateUserProfile form contains théollowing buttons as indicated below:

1 Update This button allows you to update the changes or maodifications made.

9 Close This button allows you to close the Update Profile operation and return to the

previous screen.
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Flow of Form

To updateuserprofile details, you need to follow the steps as given below:

1. You shoulddgin to the application with the valid User Name and Password.

2. Click the User Account SettingBlpdateUser Profile to update theuser profile details. A
page will open on the screen whichlmvnelp you to modify the details.

3. Details such as Designatiovill be in read only mode. Other detaisich as Fitsname,
Middle Name, Last Nam&mail, Mobile and Permanent Employee Numligate of joining
can be updated.

4. Click onUpdatebutton to updatethe details or click o€losebutton to close the form.

5. Details such as Email and Mobile number, if modified, will be verified by the system by

means of OTP and Email verification link.
PostCondition

1 Upon clickingClose6 dzii 1 2y~ | Y S &aNB3 S 2¢dz N&SF y&i2 da 2a Of 24 S
appear. Upon confirmation, the form will be closed, and the User will be redirected to the
previous screen.

1 Upon clickingJpdated dzi G2y = + YSaal 3S a5 GF ! ILdethild SR { dzO
such as Email andlobile number will be updated, then OTP and email verification link will
be sent to the user for verification.

Validations/Error Messages

As you proceed, it may possible that you are encountered with one of the following messages or

errors:

Sr. No. | Messaje Reason Expected Action

1 This Field Is Required | This message is displayed when { Enter data in Mandatory
user attempts tosavewithout entering | fields marked witht
any data in the mandatory field

marked with*.

2 Only alphabets are| This message is displayed when ti Enter only alphabets in th
allowed user attempts to submit the profilg name field
details by entering special characters

numbers in the Name Field




3 Mobile number must be This message is displayed whehe{ Enter a 10 digit mobile
of 10 digits user attempts to submit the details number
when the mobile number entered is n(
of 10 digits.
4 Mobile Number cannol This message is displayed whehe{ Mobile number cannot
start with O user attempts to submit the profilg start with zero
details when the mobile numbe
enteredstarts with O
5 Invalid Email ID This message is displayed whehet{ Enter a correct email i
user attempts to submit the details by with format
entering wrong Email ID. {xyz10@abc.com}
6 Email ID already This message is displayed when { Enter a different email id.
registered user attempts to submit the details by
entering Email ID which has alrea
been registered
7 Email ID should begi This message is displayed when th Email ID should begin wit
with an alphabet. user attempts to enter the first letter o] an alphabet.
Email ID other than alphabet.
8 Only 99 charactersare | This message is displayed when { Enter name less than 9
allowed user attempts to enter more than 9| alphabets.
charactes in the Name Field.
9 Only alphabets and This message is displayed when { Enter only alphabets anc
numbersare allowed user attempts to submit the profile numbers in the name field
details by entering special characters
the Permanent Employee Numbg
Field
10 Only 99 charactersare | This message is displayed when { Enter PEN less than ¢
allowed user attempts to enter more than 9| characters.

characters in thePermanent Employes

NumberField



mailto:%7bxyz10@abc.com%7d

5.2.3 View User Profile

Brief Description

The main purpose of this formts allow the user td/iewthe basic profile detailll the details such as
Name, Designation, Email, Mobile, Date of Joining, and Permanent Employee Number can be viewed by

the user.

InFig 5.2.31, you can see a sample screen shot of Yiew UserProfile form.

View User Profile
First Name State
Middle Name N/A
Last Name AG
Designation /A
Mobile Number 1234567890
Email Address state-ag@nic.n
Fig 5.2.3.1
Pre-Condition

The user should login to the system with valid credentiald have the privilege taiew the profile
details You can open th¥iew UserProfile form by clicking théJser Account Setting8, View User

Profile option availableon the left menu.

ViewUserProfile contains the following fields as indicated below




ViewUserProfiledetailsform contains the following buttons as indicated below:

9 Close This button allows you to close théew Profile operation and return to the previous
screen.

Flow of Form




ToViewuserprofile details, you need to follow the steps given below:

1. You shoulddgin to the application with the valid User Name and Password.

2. Click the User Account Setting8iew User Profile toview the profile details. A page will
open on the screen which will help youu@w the details.

3. All the details such as Name, Mobile Number, Designation, Date of joining, Permanent
Employee Number and Email will be shown in the read only mode.

4. dick onClosebutton to close the form.

PostCondition
1 Uponclicking £t 24S o6dzid2y> | YSaal3S a! NS @2dz &adzNB
appear. Upon confirmation, the form will be closed, and the User will be redirected to the

previous screen.

Validations/Error Messages

None

5.2.4 Reset Password

Brief Description

The mainpurpose of this form is to allow you to reset password for all the users which have been

created by you. Information like User Login Id will help you to reset the password.

In Fig 5.2.4.1you can see a sample screen shot of Reset Passworébrm that agpears when you
login asCentre Admin, Site Admin, Department Admin or flice Admin The field marked with the

* symbol are mandatory and must contain some value.

Password Reset Form

User LoginId *
New Password *

Confirm Password *

Word verification: * 7a 8 62 ;:'3

Verify Words *

Fig 5.2.4.1



Pre-Condition

You must login to the system &entre Admin, State Admin, Department Admin or office Admin

and have the privilege to reset the passworou carresetthe passwordby clicking theJser Account

SettingsA Reset Passwordption availableon the left menu.

Reset Password contains the followiigjds as indicated below

Sr. No. | Field Name

Description

1 User login ID

Description: This field is used to speciffze login ID of the user fo

which password needs to be reset

Validation: This field must contain an authorised usertadwhich the

useris privilegedto rest the password

Mandatory/Optional/Read Only: Mandatory

2 New Password

Description: This field is used tspecify theNew Password whic

requires being set

Validation: Password should be 8 to 15 characters with at leastspeeial

character, one number, one small case and one upper case letter

Mandatory/Optional/Read Only: Mandatory

3 Confirm Password

Description:This field is used to speciftye confirm password
Validation: It should be same as the New Password

Mandatory/Optional/Read Only: Mandatory

4 Captcha

Description:This field is used to specify the Captcha information.

Validation: This field must contain the correct word as per the w

verification image.

Mandatory/Optional/Read Only: Mandatory

Resetpassword form contains the following buttons as indicated below:

1 Submit This button allows you to submit the details provided by you.

9 Cancel This button allows you to discard the details entered and close the page.

Flow of Form

Toreset passwordyou ned to follow the steps as given below:



You should login into the application @entre Admin, State Admin, Department Admin or

Office Adminand have the privilege to reset password details.

Click theUser Account Setting> Reset Password optioavailable on the left menu. The

Enter the valid User login ID for which password has to be reset.

Click on Submit button to submihe details, or click on Close button to close the Reset

Upon clickingsubmitbutton after entering the validUser Login 1Pa message will be shown

ddz00SaaFdA f 8¢

1.
2.
Reset Password Detaiferm will be displayed
3.
4. Enter the New password and Confirm password.
5. Enter the Captcha information.
6.
Password form.
PostCondition
1
Gt aag2NR asSi
f  Upon clickingClosed dzi i 2 y = |

appear. Upon confirmation, the form will be closed.

Validations/Error Messages

Y S &ANB3 S 24dr NS yaEi2 did 2a Of 2 &

As you proceed, it may possible that you are encountered with one of the following messages or

errors:
Sr. No. | Message Reason ExpectedAction
1 This field is required This message is displayed whehe{ Enter Data in Mandatory
user attempts to reset passworq fields marked witht
without entering any data in the
mandatory fields marked with.
2 Invalid User Login ID This message islisplayed when tie | Enter a valid User Login II
user attempts to reset password whe
the User Login ID is invalid
3 New Password an{ This message is displayed whehe{ New Password an
Confirm Password ar| userattempts to reset password whe| Confirm Password shoul
not same New Password and Comh Password be same
are not same
4 New password and oli This message is displayed whehe{ New password should n¢

password cannot b

user attempts to rest password whe

be same as the ol




same

New password is same as old passwqg

password.

5 Password should be 8 1
15 characters with a
least one specig
character, one number
one small case and or

upper case letter

This message is displayed when f{
user attempts to reset password whe

password is less than 8 characters

Password should be 8 to 1
characters with at least on
special character, on
number, one small case ar

one upper case letter

6 You have entered Wron| This message is displayed whehe{ Enter correct Captcha
Captcha actor enters theCaptcha incorrectly

7 You do not have th¢ This message is displayed when t Please enter a User Log
privilege to reset thg actor attempts to reset password whe ID for which you are

password for this Use

Login ID

the User Login ID is valid but the acf

does not privilege to reset the

password for this user

authorised to reset the

password.

5.2.5 Change Password
Brief Description

The main purpose of this form is to allow the user to change the current password. The user can only

change the password of his account.

InFig 5.2.5.you can see a sample screen shot of @enge Passworfbrm. The field marked with

the * symbol are mandatory and must contain some value.

Password Change Form

Current Password *
New Password *

Confirm Password *

Word verification: * 6 8 axg (5)

Verify Words *

Fig 5.2.5.1



Pre-Condition

You must login to the system with the current credentiated have the privilege to change the
password.You carchange the passwortby clicking thdJser Account Settingd, Change Password
option availableon the left menu.

Change Password contains the following fields as indicated below

Sr. No. | Field Name Description

1 Current Password Description:This field is used to specify the current password.
Validation: It should be same as the current password.

Mandatory/Optional/Read Only: Mandatory

2 New Password Description: This field is used to specify the New Password w

requires being set.

Validation: Password should be 8 to 15 characters with at least oneia

character, one number, one small case and one upper case letter.

Mandatory/Optional/Read Only: Mandatory

3 Confirm Password Description:This field is used to specify the confirm password.
Validation:It should be same as the New Password

Mandatory/Optional/Read Only: Mandatory

4 Captcha Description:This field is used to specify the Captcha information.

Validation: This field must contain the correct word as per the w

verification image.

Mandatory/Optional/Read Only: Mandatory

Change password form contains the following buttons as indicated below:

9 Submit This button allows you to submit the details provided by you.
1 Cancel This button allows you to discard the details entered and close the page.

Flow of Form

To change passworglou need to follow the steps as given below:

1. You should be login into the application with the currerdédentials.



o g M W

If the user logs into the system for the first time and the user will forced to change the

Password.

Enter the current valid passwoid the text box provided

Enter the New password and Confirm passwiorthe text box provided

Enter the Captcha information.

Click on Submit button to submit the details, or click on Close button to close the change

Password form.

Alternate Flow:

Youshould be login into the application with the current credentiatgl have the privileges

Click tle User Account Setting> Change Passworaption available on the left menu. The

Change Passworibrm will be displayedn the screen

Enter the current valid passwoid the text box provided

Enter the New password and Confirm passwiorthe text box provided

Click on Submit button to submit the details, or click on Close button to close the change

1.
to change the password
2.
3.
4.
5. Enter the Captcha information.
6.
Pasword form.
PostCondition

f  Upon clickingsubmité dzi 46 2y YR Sy dSNXy3
OKIyasR &dz0OS A A& T dailf getiupdated i thé dafbaselhé dser 2ilbe

Fff GKS RSGFAf &s

re-directed back on the home page once the password is changed.

Upon clickingClosed dzii G2y > | YSaal 3sS a!

appear. Upon confirmation, the form will be closed.

Validations/Error Messages

NEBE e&2dz adz2NB eé2d

As you poceed, it may possible that you are encountered with one of the following messages or

errors:
Sr. No. | Message Reason Expected Action
1 This field is required This message is displayed when { Enter Data in Mandatory

user attempts to change passwo
without entering any data in thgq

mandatory fields marked with.

fields marked witht




Current Password i This message is displayed when { Enter the correct Curren
wrong user attempts to change passwor( Password

when the current password is wrong

entered
New Password an( This message is displayed when { New Password an

Confirm Password ar|

not same

user attempts to change passwo
when New Password and Confir

Passwordare not same

Confirm Password shoul

be same

New password and ol

password cannot b

same

This message is displayed when f{
user attempts to change passwo
when New password is same as (

password

New password should ng
be same as he old

password.

Password should be 8
15 characters with a
least one specia
character, one number
one small case and or

upper case letter.

This message is displayed when 1
user attempts to change passwo

when password is less than 8 characts

Password should be 8 to 1
characters with at least on|
special  character, on|
number, one small case ar

one upper case letter.

You have entered Wron

Captcha

This message is displayed when {

actor enters the Captcha incorrectly

Enter correciCaptcha

5.3 User Management

5.3.1 Create User

Brief Description

The main purpose of this form is &low the Admin to create User(s) for his/her departmemich will
be part of the AuditOnline applicatiomhe users can be created with varied privileges. Depending on the
privilege given to the user, the roles may vary. The various types of users iGeotte Administratoy

State Administrator, Department Administratogffice Administrator and Work Flow g@lyer.

Various Roles and the privileges assigned to them are:

CentreAdministrator has the privilege to create user for State Admin




State Administratorhas the privilege to create user for Department Admin in case of Line Department and

RLB/ULB Admin imse of Local Government Body.
Department Administratorhas the privilege to create user(s) for Office Administrator i.e. Admin for each
Office.

Office Administratorhas the privilege to create the user(s) for Work Flow Player i.e. designated officers.

In Fig 5.31.1, you can see the sample screen shot wi@antre Administrator logs into the system
and create StateAdministrator. In this form, the fields marked with thé (asterisk) symbol are

mandatory. You need to fill some data on these fields

Create User

Create UserAs * Select v

Select State* Select '

e [ e

Fig 53.1.1

In Fig 5.31.2, you can see the sample screen shot wigtate Administrator logs into the system

and creates DepartmentAdministrator for Line Department.

Create User

Create User As* Department Admin v

User To Be Created For * Olocal Government Bady ®Line Department
Line Department * Commercial Tax Department New (STATE) v
Sub-Ordinate Office STATE i

User To Be Created st All Offices OSpecific Office

Fig 5.31.2

If user selectsocal Government Bodythen the screen will be displayed as showirig 5.3.1.3



Create User

Create User As* Department Admin v
User To Be Created For * ®Local Government Body Qtine Department

CategoryType*  ORLBOULB

Fig 5.3.1.3

In Fig 5.3.1.4 you can see the sample screen shot when Departrigiministratorlogs into the

system and create Offickdministratorfor Line Department

Create User

Create User As * Department Admin v

User To Be Created For * OLocal Government Body ®Line Department
Line Department * Commercial Tax Department New (STATE) v
Sub-Ordinate Office STATE v

User To Be Created At * Ol Offices @specific Office

Specific Office(s)

STATE

Clcommercial Tax Department New (STATE)

[office of Commissioner

-
TOP

Fig 5.3.1.4

In Fig 5.3.15, you can see the sample screen shot when Departnigiministratorlogs into the

system and create Offickdministratorfor Local Government Body



Create User

Create User As *

Select Local Government *

User To Be Created At *

Office Administrator

Gram Panchayat

All Location ® specific Lacation

Gram Panchayat*®

Line Department * Select
Specific Office(s)
Zilla Parishad* ANUGUL
Panchayat Samiti® ANUGUL

ANGARBANDHA
ANTULA
BADAKANTAKUL
BADAKERA
BALANGA
BALASINGHA
BALUAKATA
BANTALA
BARAGAUNIA
BASALA
BEDASASAN
CHHELIPADA
DHOKUTA
GADATARASHA
INKARBANDHA
JAGANNATHPUR
KANGULA BENTAPUR
KHALARI
KHINDA
KOTHABHUIN
KUNURSINGHA
MANIKIODI
MATIASAHI
NANDAPUR
POKATUNGA
PURUNAKOT
RANTALAI
SANKHAPUR
SARADHAPUR
TAINS|
TALAGARH
TIKARPADA

[+ [ ot | oce |

Fig 5.3.1.5

InFig 5.3.1.6you can see the sample screen shot when Offidministratorlogs into thesystem and

create Workflow Players i.e. Designated Officers.

Create Location User

Location*

Create User As *

Designation *

No. Of Users At Location *

Commercial Tax Department New (STATE)

Other Official

Commissioner

Pre-Condition

Fig 5.3.1.6

Youmust login into the system and have the privilege to creaser(s).Yaus can open theCreate

Userform by clicking théJser Managemenf Create Usepption availableonthe left menu.

TheCreateUserform contains the following fields as indicatedlow:




Sr. No. | Field Name Description

1 Create User As Description:This field is used teelect the role for which the user is
be created. The role depends te level of user to be created and th
role assigned to the Admin.
Validation: NA
Mandatory/Optional/Read Only: Mandatory

2 Select State Description: This field is used tselect the State from the dropdowr
This will only populate when Centr&dministrator creates a Stat
Administrator.
Validation: NA
Mandatory/Optional/Read Only: Mandatory

3 User to be Created Fol Description: This field is used to select the type for which the user
to be created. This basically includésne Department or Local
Government Body This will only populate when State Administrat
creates a Department Administrator.
Validation: NA
Mandatory/Optional/Read Only: Mandatory

4 Category Type Description: This field is used to select the type for which the user
to be created. This basically includesB or ULBThis will only populate
when State Administrator creates a Department Administrator w
the User to be Created for is Local Government Body.
Vdidation: NA
Mandatory/Optional/Read Only: Mandatory

5 Line Department Description: This field is used to select the Line Department from

dropdown. All the Line Department which exists in the LGD for
particular state will populate.This will only populate when Stal

Administrator creates a Department Administrator.

Validation: NA




Mandatory/Optional/Read Only: Mandatory

6 SubOrdinate office

Description: This field is used to select the Satulinate Office for|
which the user has tbe created. All the types of Swudvdinate offices
that have been defined for the particular department will populate
the dropdown.This will only populate when Department Administraf

creates an Office Administrator.
Validation: NA

Mandatory/Optional/Read Only:Mandatory

7 User to be Created At

Description: This field is used to specify whether the users have tq
created atAll Location or Specific LocatioMhis will only populatg

when Department Administrator creates an Office Administrator.
Validation: NA

Mandatory/Optional/Read Only: Mandatory

8 Designation

Description: This field is used to select the type of Designation
which user has to createdThis will only populate when Offig

Administrator creates a user for Workflow Player.
Vdidation: NA

Mandatory/Optional/Read Only: Mandatory

9 No of users at Locatior

Description:This field is used to specify number of users that has t
created for a particular Designatiohhis will only populate when Offiq

Administrator creates aser for Workflow Player.
Validation: NA

Mandatory/Optional/Read Only: Mandatory

Create User form contains the following buttons as indicated below:

1 Save This button allows you to save the information provided by you in the given fields.

9 Clear Thisbutton allows you to clear or remove the information provided by you in all

the fields.

1 Close This button allows you to abort the Create User operation and close the page.



Flow of Form

To create user(s), you need to follow the steps as given below:

You should login into the application and have privilegéreate User

Click theUser Management> Create Useoption available on the left menu. Tlé&reate User

form is displayed on the screedou will notice that there are certain fields marked with

sign, which means that they are mandatory and required to be filled in.

The options to create users will be displayed to the respective user based on the role of the
user. A user can be assigned more than one role. If the user is associated with suore th
one role, then based on the allocated role(s) options will be displayed to the user like
Department Administrator assigned the role of both Office Administrator and Workflow
player.

When the Role is:

Central Administrator User will be required to entehe following details:

a. Create User AsSelect the name of the Role from the dropdown for which the privileges
has been given to the user for user creation. Central Administrator is given the privilege
to createState Administrator

b. Select StateThe lis2 ¥ Fff (GKS adlrdisSa gAff LRLAZIGS

Select the State for which the user has to be created.

State Administrator User will be required to enter the following details:

a. Create User AsSelect the name of the Role from the dropdown for which the privileges
has been given to the user for user creation. State Administrator is given the privilege to
createDepartment Administrator

b. User to be created FoiSelect whether the user has to beeated forLine Department or

Local Government Bodyf the user selects:

9 Line Department Enter the following details:

0 Select Line DepartmentSelect the Line Department from the dropdown. All the
Line Departments which exists in the State willibted.

0 Select SulOrdinate office Select the Subrdinate Office for which the user has to
be created. Only the Office Names which exists at the State level will be populated.

0 User to be created AtSelect whether the user has to be created Atr Offices or

Specific Officelf it is All Offices, then a user will be created for each office that

%



exists at the State level otherwise the user would be shown the name of the office

and select the ones for which user have to be created.

1 Local Government BodyEnter the following details:

o0 Category TypeSelect Category Type from RLB or ULB for which the user has to be

created.

iii.  Department Administrator: User will be required to enter the following details:

a. Create User AsSelect the name of the Role from theogdown for which the privileges
has been given to the user for user creation. By default, Department Administrator is
given the privileges to creat®ffice Administrator but additional roles can be assigned
such as Work Flow Player

b. Line Department: If the Department Administrator has been created for Line
Department, then the name of the Line Department will populate in a read only mode.
This will only populate in case of Line Department.

c. Select SukOrdinate Office:Depending on the type (Line Departmelntical Government
Body), the Sulprdinate Office will populatelf it involves Line Department, then All the
Subordinate Offices which have been defined for the particular department will populate
whereas if it involves Local government Body, then thetgfgivels such as ZP/BP/GP will
populate in the dropdown. Select the Saldinate Office for which the user has to be
created. The Subrdinate Office can exist at District, Sub District, Village level etc.

d. User to be created AtSelect whether the user bato be created forAll Offices or

Specific Officelf it is :

1 All Offices A user will be created for each office unit belonging to the-Srdinate
Office.

1 SpecificOffice: Based on the selected level of Subordinate Office, options will be
provided to derive the offices of the selected soitginate office. The user will be
required to select one or more offices for which the user has to be created. Thus,
there will an officeAdministrator created for each office unkor E.g.jf Subordinate
office level is selected as Village, then option will be there to select State, based on
State selection Districts will be listed, upon District selection Sub District will be listed
and upon Sub District selection all the Village level office will populate. The user can

select All or Specific office.

iv.  Office Administrator: User will be required to enter the following details:




a. Create User AsSelect the name of the Role from the dropdofen which the privileges
has been given to the user for user creation. Office Administrator is given the privilege to
createWork Flow Player

b. Designation: Select the Designation for which the users have to be created. All the
Designations which exist #tte particular Office Level will be populated here.

c. No. of users At LocationSelect the number of users which have to be created for a

particular designation. The user can select the count fren 1

5. Click theSavebutton to save the details and create thesers. As the user(s) get created,
Administrator will receive a mail on the Email ID registered against the logged in
' RYAYAAGNI G2NRa t NRPFAES RSGFEAETA AGK Fy |adl
Login credentials (User ID and password) fa hewly created user(s). The Excel sheet is
password protected. For opening the Excel sheet, admin has to enter the first four
characters of the Name along with last four digits of the Mobile humber registered against
the Profile of the admin.

6. You may als click onClosebutton to discard the details and close the Create User page.

PostCondition

1 Upon clickingsaveo dzi 41 2y > RI G @gAftf 0SS al SR Ay GKS RI

Successfully. User Name and password for the newly created users have been sent to the

OYIFAEY 9SYI AC I RRNB&aayvysé gAff F LILISEF NI g KSNB
registered agaist thecreator! RYA Y Qa4 t NBFAf So
1 Upon clickingClosed dzi Gt 2y~ | YSaal3aS a! NP @&2dz adaNB @&2d

appear. Upon confirmation, the form will be closed, and the user will be redirected to the
previous screen.

1 Upon clickingClearbutton,  YSaal 3S a!ftf RSGFAf&A SYidSNBR Ay
gryia G2 O2yGAydzSKeé Attt FLIISIND | LIy O2y FANYI

Validations/Error Messages

As you proceed, it may possible that you are encountered with one of the fojpmessages or

errors:
Sr. No. | Message Reason Expected Action
1 The Field Is Required | This message is displayed when { Enter relevant data in the

user attempts to save without enterin mandatory fields.

any data in the mandatory field




marked with*.

2 Line Departments havi This message is displayed when { Enter the Line
not been defined for user attempts to select User to H Department in Loca
this State Created For as Line Department but | Government Directory.

line departments have been specifie

for this state.

3 Office Name not Found| This message is displayed when { Create the office units fo
user selects the SuBrdinate office but| the selected Sub
the Office units have not been defing Ordinate Office level.

in the Subordinate office.

4 Designations have nc¢ This message is displayed when { Enter the Designations i
been defined for thig Office Administrator creates user(s) f{ LGD for this Office.
Office. Work Flow Player but designations ha

not been specified.

5.3.2 Manage User

Brief Description

The main purpose of this form is to allguto managethe users created by the logged in Admin
When you click orManagein the User Managementthe ManageUserform appears. This form

allows the Admin t@pprovethe users View their Profiledetails or Assign the Role

Various Roles and the privileges assigned to them are:

Centre Administrator has the privilege tananageusels)for State Admirand take Action such as View,

Approve and Assign Role.

State Administratornas the privilege to mmageusei(s)for Department Admin in case of Line Department

and RLB/ULB Admin in case of Local Government Body and take Action such as View, Approve and Assign

Role.

Department Administratorhas the privilege to manageser(s)for Office Administrator.e. Admin for each
Office and take Action such as View, Approve and Assign Role.

Office Administratorhas the privilege to manageser(s)for Work Flow Player i.e. designated officers and

take Action such as View, Approve and Assign Role.



In Fig 5.3.21, you can see the sample screen shot of the Manage User page wWeeaire

Administrator logsin and manages the users created for StAtiministrator

Manage User
Show 10 v entries Search:
Action
sr.No. User Login Id State Name Designation Status Assign Role. View Approved
1 MH000024 MAHARASHTRA Administrator User Pending For Profile Submition
2 audit.epri@nic.in TELANGANA Administrator Approved 2 @
anuj.auditl@gmail.com KERALA Administrator Approved  § @
4 prisharmagsj@gmail.com GUIARAT Administrator Approved 2 @
5 joshi.sk@nic.in TELANGANA Administrator Approved i & @
6 keral.admin@nic.in KERALA Administrator Approved 2 @
7 klstate_adm@nic.in KERALA Administrator Approved i & @
e schn.goswami@gmail.com ASSAM Administrator User Pending For Email Verification ®
) Odisha@nic.in ODISHA Administrator Approved i & @
10 telangana.admin@nic.in TELANGANA Administrator Approved i & ®
TOP
Showing 1 to 10 of 21 entries - 2 | 3 | Next

Fig 53.2.1

In Fig 53.22, you can see the sample screen shot of the Manage User page ®tesa

Administrator logsin and manages the users created for Departmadministrator

Fig 53.22

Pre-Condition

Youmust login into the system and have the privilege to Manager(s).Yau can open théMlanage

Userform by clicking th&Jser Managemenfy, Manage Usepption availableon the left menu.









































































































































































































































































































































































































































































































































































































































































































































































































































































































